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SOC: Vulnerability Assessment, Splunk

Programming Language: JAVA, Nodejs, Python, JavaScript, Angular,
Assembly 86x, C/C++/C#, ASP.Net , HTML/CSS, TypeScript

DevOps: Docker, Kubernetes, Git, CI/CD, OpenShift Container Platform
Message Handling: RabbitMQ, Zookeeper Kafka, Redis, Apache nifi
Databases: MySQL, SQL Server, Oracle, PostgreSQL

Machine Learning: NLP, TensorFlow, scikit-learn, Anaconda, PyCharm,
PyTorch,

JAVA Spring Boot: Spring-Security, Hibernate JPA, JDBC, Microservice
BI: Crystal Report, Tableau, PowerBI

Firewall: SMS Firewall, Industrial and Telecom Protocol Firewall

Linux: Kali Linux, Fedora, Ubuntu 22/18/16, CentOS 7, Remnux
Embedded Linux: RTOS, Yocto Project, VxWorks

Reverse Engineering: Gidra, IDA Pro, Ninja, Cutter



Web Service: Nginx, Tomcat, Apache

Networking: FTP/SFTP, DNS, HTTP, HTTPS, SSL/TLS, SSH
Infrastructure Monitoring: Zabbix, Grafana, Elastic Search

Security: Network Security, OWASP, IDS, IPS, Nmap, Burp Suite
Penetration Testing: Embedded Devices, OS

Blockchain: Bitcoin, Ethereum, DAG, IOTA, Ganache, Truffle, Remix,
Solidity, Smart Contract

Telecom Core: OCS/BSS Web API

Process Management: BPMN, BPMS

Cryptography: symmetric key encryption, asymmetric key encryption, public-
key encryption, hash Function

Cyber Security Standard:

o 1. NIST Special Publication 800-53

o 2.ISO/IEC 27001

o 3. CIS Controls (Formerly SANS Top 20)

o 4. NIST Cybersecurity Framework (NIST CSF)

o 5. PCI DSS (Payment Card Industry Data Security Standard)
o 6. HIPAA Security Rule

o 7. GDPR (General Data Protection Regulation)

o 8.SOC 2 (System and Organization Controls 2)

o 9.NERC

o 10.ISA99
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